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1. Authorisation The User’s consent to execute a Payment Transaction 
and Money Transfer.

2. Cinkciarz.pl Cinkciarz.pl - a limited commercial company under 
the following business name: CINKCIARZ.PL Sp. z o.o.,  
with its headquarters at 17B Wroclawska Street,  
65-427 Zielona Gora, Poland, entered in 
the register of businesses maintained  
by the District Court in Zielona Gora, 8th Commercial 
Department of the National Court Register with 
the following number: KRS 0000364722, NIP (tax 

number: 080465538, with share capital in the 
amount of PLN 23,263,500 (twenty-three million, 

zloty), email address: kontakt@cinkciarz.pl,  
acting in the scope of providing 
Payment Transactions and Money Transfer as an 
agent of Conotoxia, for and on behalf of Conotoxia.

3. Conotoxia Conotoxia Sp. z o.o. with its headquarters at 17B 
Wroclawska Street, 65-427 Zielona Gora, Poland, 
entered in the register of businesses maintained by 
the District Court in Zielona Gora, 8th Commercial 
Department of the National Court Register with 

 
contact@conotoxia.com, remaining under the 
supervision of and with licensed permission from 
the Polish Financial Supervision Authority to 
provide payment services as a national payment  
institution, entered into the register of payment 
service providers maintained by said authority  
under the following number: IP30/2015.

4. Business Day Each day - Monday to Friday - 
excluding bank holidays, both in Poland  
and in the country where a given currency 
applies for the Payment Transaction  
or Money Transfer or Currency Exchange Transaction.

the following number: KRS 0000498818, NIP
number (tax identi�cation number): 9291858406, 
REGON number:  081192479, with share capital in 
the amount of PLN 16,650,00.00 (sixteen million, 
six hundred and ��y thousand), email address:
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hours by which, at the latest on a Conotoxia 
 

be accepted for transfer to an account within 
 
 

is indicated here.
6. Incident

7. KNF 

8. Account 

Web Portal and the entering of a login name with  
a password by the User.
An entity (a natural person, legal entity or an 
organizational unit without a legal person, to which a 

subject of the Payment Transaction or Money Transfer. 
10. Money Transfer order

payment account, if the Payment Transaction from 
the payer’s payment account is carried out by the 

of funds in euro from the payer’s payment account 
to the recipient’s payment account, where both or 

 

of funds between payment accounts maintained by 
 

https://conotoxia.com/money-transfer/efficient-money-transfers
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13. Foreign Currency Transfer 
transfer of funds from the payer’s national payment 
account maintained by the supplier to the recipient’s 
national payment account maintained by the supplier 

14. Conotoxia Web Portal a web portal where entities from the Conotoxia Capital 

in the domains cinkciarz.pl and conotoxia.com.
15. Wallet Pa multi-currency instrument held in currencies 

order to transfer the funds for Payment Transactions. 
The Wallet contains information regarding ordered 
Payment Transactions. 

a payment account.
17. Management of a payment 
account payment account, allowing the holding  

of funds and the execution of Payment 
 

or closing a payment account.
18. Money transfer

paid by the User to a supplier, other than Conotoxia, 
who maintains the recipient’s account in order  
to credit the recipient’s account with these funds.  

here. The countries 
to which a Transfer can be requested  

here.
A payment account within the meaning of the 

Terms and Conditions

21. GDPR

https://conotoxia.com/currency-exchange/exchange-rates?_ga=2.129393743.2144206373.1681711844-1531507570.1679387718
https://conotoxia.com/money-transfer/send-money-internationally?_ga=2.166183933.2144206373.1681711844-1531507570.1679387718
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22. Preparation of the list of 
payment transactions  

transactions executed on a payment account during  

23. Fee and commission tables
Terms and Conditions “Money Transfer” 
detailing the fees charged by Conotoxia for 

 

Conditions “Money Transfer”.
24. Payment transaction Initiated by the User payment, transfer or withdrawal 

of funds to or from the currency wallet, constituting 

of a Payment Transaction or Money 

 
the exchange of the Currency Paid-in into the  
Currency Paid-out.

26. AML Act Act of 1st March 2018 on counteracting money 

28. User A natural person who has full or limited legal capacity, 
a legal person or an organizational unit without 
legal person, to whom the law grants legal capacity,  
who has registered with the Web Portal, as a result  
of which an Account has been created for him or her  

 
in the Terms and Conditions. If the User is not  

 
represent the User in the light of the applicable law.
Framework/master agreement concluded on the basis 

“Money Transfer”.
30. Currency Paid-in The currency of funds paid to Conotoxia for the 

execution of a Payment Transaction or Money 
Transfer, operated by Cinkciarz.pl Web Portal. The list



6

Payment services terms and conditions „Money Transfer”

of currencies supported by Cinkciarz.pl Web Portal 
can be found here.

31. Currency Paid-out Determined by User, the currency of the ordered 
Payment Transaction or Money Transfer, being one of 
the currencies operated by Cinkciarz.pl Web Portal.

possessed payment account

 

User’s instruction to execute a Payment Transaction 

Conotoxia.
User’s instruction to execute a Money Transfer 

 
by Conotoxia.

Transactions or Money Transfer executed  
by Conotoxia upon the User’s request.\

executed by Conotoxia on the User’s order.

payment through the Conotoxia.com web  
Portal.

https://conotoxia.com/our-services/our-exchange-rates
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§ 1

1. 

2. 

Users, by Conotoxia, with the participation of Cinkciarz.pl, acting as an agent on behalf 

within the meaning of these Terms and Conditions.

3. 
the Terms and Conditions are applied.

§ 2

1.  
of the following conditions:

a. 
b. 
c. 
d. 

2. 

3.  
of the Contract and the information referred to in Article 27 of the Act on payment 

4. The main distribution channel between Conotoxia and User is email and text messages, 
as well as announcements on the Conotoxia.com Web Portal. In cases requiring  

 
Web Portal. A description of the technical requirements for User’s hardware  

 

regulations and legal regulations is contained in the Terms and Conditions.

5.  



8

Payment services terms and conditions „Money Transfer”

§ 3

1. Payment Transactions are made by electronic means.

2.  
 

purchased in the aforementioned shops.

3. 

 
with the legal regulations.

4. 
account indicated each time to User by Conotoxia, depending on the Currency  
Paid-in. User may also fund Wallet with funds coming from the currency wallet operated  

 

5. 
 

of Conotoxia’s bank account results in recording funds in Wallet. In case of errors  
in the transfer title, Conotoxia is obliged to exercise due diligence in order to identify  
the User who owns the funds or return them to the bank account from which  
the transfer was made. In the case of a surplus of funds, i.e. funding Wallet with  

 
 

6. The funds paid into Wallet are not subject to interest or other use. They do not represent 
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7. Wallet is not intended for storing means of payment. Payment means paid into Wallet 

 

decision - designated for a withdrawal to his/her own payment account held  
 

receipt of the transfer. User can at any time resign from a standing order. User is always 
informed about pending transfers.

8. 
 

not be executed. The amount of funds necessary to execute Payment Transaction held 

 
 

Paid-out Currencies, the list of which can be found here
costs are paid by User ordering Payment Transaction.

10. 

a. recipient’s phone number or email address or the Recipient’s bank account number 
(i.e.: NRB number - for a domestic transaction, or IBAN number - for a foreign 

b. 
c. 
d. transaction title.

11. 
 

other data necessary for the correct execution of the transfer in accordance with  

12. 

that Recipient consents to the collection. The consent is expressed electronically:  
 

a currency wallet in the Conotoxia.com Web Portal in accordance with the instructions 

https://conotoxia.com/our-services/our-exchange-rates
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to an email transfer to a Recipient who is a registered User and has set a standing order 

13. Authorisation of the Payment Transaction by the User is made by selecting the option 
 

14. 
authorization, User may correct any mistakes found in the data using the functions 

15.  
or due to a lack of consent from Recipient to accept the funds, Conotoxia refuses  

Subject to the paragraph below, in such cases, the fees for the Payment Transaction  
are not charged and the funds returned to the Wallet will be transferred to the currency 

Transaction, the funds are returned in the Paid-out Currency. Conotoxia informs 

Transfer”.

16. 
 

on the Conotoxia.com Web Portal.

17. 
Conotoxia may request additional documents or information necessary to comply with 
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§ 4

1. The execution of a Payment Transaction begins on the Business Day on which Conotoxia 
 

 

 

 

Day.

2. Until the Wallet is credited with the funds necessary for the execution of the Payment 
 

has the right to cancel the payment, in which case Conotoxia exercises the right  

3. 

a. 

b.  

4. For the purposes of calculating the aforementioned time limit:

a. 

b. 

5. 

 

in the manner indicated here.

https://conotoxia.com/payment-methods
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§ 5

1.  
the Cinkciarz.pl Web Portal and solely by User.

2. 
indicated by Conotoxia to a supplier other than Conotoxia who maintains the Account 
of Recipient to credit the Account of Recipient with these funds.

3. 

with the legal regulations.

4. 
to the bank account indicated to User by Conotoxia each time, depending on Currency 
Paid-in.

5. If a Money Transfer is ordered in Currency Paid-out other than Currency Paid-in,  
Conotoxia executes a currency exchange within the scope of the ordered  

 
of which can be found here here. The costs  
of the currency exchange are charged to User ordering the Money Transfer.

6. 

a. Recipient’s account number:
i. NRB number - for a domestic transaction,
ii. 

b. 
c. 
d. transaction title.

7.  
 
 
 

necessary for the correct execution of the transfer in accordance with the description 

8. 

 
for the execution of Money Transfer. Until that moment, User may correct any mistakes 

https://conotoxia.com/currency-exchange/exchange-rates?_ga=2.158664697.2144206373.1681711844-1531507570.1679387718
https://conotoxia.com/our-services/our-exchange-rates
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10.  
by the institution maintaining the Recipient’s account, he/she should ensure that  
the Recipient’s account is held in the currency in which funds are due to User  

 

11.  
 

12.  
be consistent with the Recipient’s data held by the supplier keeping the Recipient’s 
account.

13. 
Conotoxia may request additional documents or information necessary to comply with 

§ 6

1. The execution of a Money Transfer begins on the Business Day on which Conotoxia 

2.  

a.  

b.  

3. For the purposes of calculating the aforementioned time limit, when funds  
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§ 7

1.  

Act in one of the following forms:

a. on a durable medium to User’s email address indicated in the registration process. 

b. by traditional mail, to the address of residence indicated in the registration 

2. 
about User’s Wallet and Payment Transactions executed on the basis of a Payment 

3. 
regarding maximum execution time, exchange rate and information about the fees  

4. 
information:

a. 
b. data indicating the amount of the Payment Transaction in the currency in which 

c. data determining the fee and commission amount charged due to the Payment 

d. 
e. 

5. 

regarding maximum execution time, exchange rate and information about the fees and 

6. 

a. 
b. 
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c. data determining the fee and commission amount charged due to the Money 

d. 

7.  

8. Upon User request, Conotoxia prepares a List of payment transactions, within  

 

10. 

 

11. 

 
and the possible fee for termination of the Contract.

12. 

13. 
no later than within 2 weeks from the date of contract termination, with a statement  
of fees for the period for which no statement of fees has been prepared, until the date 
of termination of the contract.

14.  

15. Conotoxia and User, who is a consumer, agree on the way in which the list of fees  
is to be sent. Upon User request, Conotoxia sends the list of fees in paper form.

16.  
 

a month. 
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§ 8

1. 
in these Terms and Conditions, User is obligated to pay fees to Conotoxia, which  

2. The amount of fees, which are payable to Conotoxia for the execution of a Money 
 

or Money Transfer.

3. Fees are collected in the Currency Paid-in, whereby the method of calculating  
 

and Commission here.

4. 
 

and commission applied by such institutions.

§ 9

1. 
 

a. errors during the commissioning of the Payment Transaction or Money Transfer, 

b. 
c. 
d. 

e. when there is a reasonable suspicion that the Payment Transaction or Money 

2. 
 

3. Conotoxia may temporarily limit User access to the Wallet or Account, if it is required  

under the AML Act.

https://conotoxia.com/money-transfer/efficient-money-transfers
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4.  

5. User agrees not to use the Conotoxia.com Web Portal to execute Payment Transactions 
or Money Transfer which:

a. omit the rules of ordering Payment Transactions or Money Transfer binding  
in the Conotoxia.com Web Portal, or

b. 

c. 

6. 
may be disclosed by Conotoxia to the appropriate state authorities, including law 

to refuse further execution of the User’s Payment Transactions or Money Transfer, block 

7. 

8. Conotoxia is not responsible for non-executed Payment Transactions or Money 
Transfer, suspension of the Payment Transaction or Money Transfer, blocking the Wallet  

 

§ 10

1. 

a. 

b. 

c. in electronic form - in the form of a message sent to the email address indicated 
on the website www.cinkciarz.pl and www.conotoxia.com on the Contact subpage.

http://www.cinkciarz.pl
http://www.conotoxia.com
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2. Complaints should contain:

a. 
b. 
c. date of Payment Transaction or Money Transfer order
d. ID of the Payment Transaction or Money Transfer (indicated to User  

e. 
f. residence address and an email address, if User requests a response to complaints 

g. description and reason for the submission of the complaint.

3.  

complicated cases, which do not allow the examination of the complaint and an answer 

days.

4. Conotoxia informs the complainant about the means in which the complaint  
 
 
 

5. 
complaint, User is entitled to use the extra-judicial dispute resolution in front  

.  

September 2016 on the extrajudicial resolution of consumer disputes and is competent 
 

.

§ 11

1. User must securely and carefully store his/her personalised data securing access  
 

http://rf.gov.pl/
http://www.rf.gov.pl
http://ec.europa.eu/consumers/odr
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2. User must not share his or her personalised security information with any other person 
 

of an Account login and password, a one-time password used as part of agreed 
authentication procedures, Mobile App password, access codes or other personalised 
security data in any form, content or form to third parties, including family members, 

3. 
not be easy.

4. User, using the authentication procedures required by Conotoxia under the applicable 
 

5. 

6. User does not transfer his or her personalised security data and does not grant access 

7. User does not use the app and other mechanisms that enable remembering the login 
and password to Account, one-time passwords used within agreed authentication 
procedures, the password to the Mobile App, access codes and other personalised 

access to the Account and the Wallet.

8. User does not disclose to third parties any additional information that Conotoxia may 

User immediately reports to Conotoxia:

a. 
one-time password or Mobile App password or other personalised security data 

b. 
App is installed,

c. 

10. 

a. in electronic form - in the form of a message sent to the email address indicated  
on the website www.cinkciarz.pl and www.conotoxia.com on the “Contact” 



20

Payment services terms and conditions „Money Transfer”

subpage.
b. by phone - by calling the phone number indicated on the website www.cinkciarz.pl 

and www.conotoxia.com on the “Contact” subpage.

11.  
 

any unauthorised, not executed or inadequately executed Payment Transactions, 
Money Transfer and other irregularities concerning the execution of the Payment 

 
but not later than within 13 months from the date of:

a. in the case of Payment Transactions - the day on which Wallet was debited  

b. in the case of Money Transfer - the day on which Wallet was debited or from  
the day on which the transfer was to be executed.

Failure to report the aforementioned irregularities within the time limit shall result in.

12. User’s claims against Conotoxia due to an unauthorised, non-executed or improperly 
executed Payment Transaction or Transfer being dismissed. User acknowledges that  
the set of procedures and functionalities of the Conotoxia.com Web Portal made 

 
User is responsible for authorised payment transactions. User is responsible  
for unauthorised Payment Transactions until they are reported to Conotoxia  

exchange rate announced by the National Bank of Poland on the date of execution  
of the Payment Transaction if the unauthorised transaction is a result of:

a.  
by User or stolen by User, or

b.  
is installed.

i. enabled an unauthorised transaction with fraudulent intent, or
ii. intentionally or with serious negligence:

“Money Transfer”,

the personalised Account security data against unauthorised access, or

In such a case, User shall be liable for any unauthorised transaction up to and including 
reporting.
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13. User is fully liable for unauthorised Payment Transactions, if User has:

a. deliberately led to them, or
b. led to a Payment Transaction as a result of serious negligence, including, but not 

limited to, intentional or grossly negligent misconduct

to protect the personalised account security data against unauthorised 
access, or

14.  
for unauthorised Payment Transactions, unless he or she has deliberately led to them.

§ 12

1. 
and correctly recorded in the system used to handle Conotoxia’s Payment Transactions 

the payment transaction.

2. In the case of an unauthorised Payment Transaction, Conotoxia shall immediately,  
but no later than the end of the Business Day following the date on which  
the unauthorised transaction to which User’s payment account has been debited 

 
of the unauthorised Payment Transaction, except where Conotoxia has reasonable  
and duly documented grounds to suspect fraud, and shall inform in writing  
the authorities responsible for prosecution. Conotoxia reimburses your debited payment 
account to the status prior to the unauthorised Payment Transaction.

3. 
 

Payment Transactions, unless User has deliberately made a payment an unauthorised 
Payment Transaction.

4. If Conotoxia has not required a strong authentication or if Recipient of the payment  

obliged to strongly authenticate the customer, Conotoxia’s liability is determined  
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5. Conotoxia is liable for the non-executed or improper execution of a Payment Instruction, 
 

on Conotoxia’s side.

§ 13

1. Conotoxia is a collector of personal data, in particular, User and Recipient data, 
 

it’s execution. The collector of personal data decides on the method of processing 
personal data of User or Recipient. Personal data is processed in accordance with  
the GDPR and Protection of Personal Data Act.

2. 
dpo@pl.conotoxia.com  

3. Cinkciarz.pl is the collector of personal data processed for the Conotoxia.com Web Portal 
for purposes related to operating User Accounts for the Conotoxia.com Web Portal and 

in accordance with the GDPR and the Protection of Personal Data Act.

4. Cinkciarz.pl has appointed a Data Protection Inspector, who can be contacted  
by email: iod@cinkciarz.pl  
of the administrator’s seat with a note “Data Protection Inspector”.

5. In order to help User easily manage the funds paid into Wallet and the currency wallet 

data, which Cinkciarz.pl processes as the data collector due to conducting currency 
 

to enable User to manage the funds. Recipients of the data are banks and state 

6. 
 

the procession or erase their personal data, subject to article 7.

7. Conotoxia is entitled to refuse the deletion of User or Recipient personal data, if further 
processing is required by law. Conotoxia is entitled to refuse to delete personal data  

mailto: dpo@pl.conotoxia.com
mailto: ipd@cinkciarz.pl
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8. Conotoxia, as a result of obtaining data about the case or cases of User or Recipient 

Transfer”, may process User’s personal data to the extent necessary to establish liability,  
on the condition that the fact of obtaining these messages and their content  

processing.

The data will be processed for the period necessary for the execution of the Money 
 

of User’s or Recipient’s data may be carried out in connection with the legitimate 
interests of Conotoxia, which is the basis for establishing, asserting or defending claims.

10. 
 

data, nationality, type of customer, type of business relationship, geographical area,  
 
 
 
 

or the possibility of refusing to execute the transaction. As a result of such a statement, 
the conclusion of a contract with the User may also be refused in the future.

11.  
for Personal Data Protection.

12. More information on the rules of personal data processing, including the use of cookies, 
 

here.

§ 14

1. 
with two months notice.

2. 

a. 

https://conotoxia.com/about-us/privacy-policy
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b. 
 

of using Payment Transactions or Money Transfer.

3. 
indicated by User on the Conotoxia.com Web Portal.

4. User has the right to terminate his/her Contract at any time. User may terminate  
the Contract in the following form:

a. 
b. 

5. If Conotoxia or User use the right to terminate Contract due to planned amendments 

 
of Contract termination period.

6. Termination of Contract by Conotoxia or User or withdrawal from Contract by User 
results in termination of Account on the Conotoxia.com Web Portal. A withdrawal form 

§ 15

1. The operational safety of the Conotoxia.com Web Portal, including the security  
of communication, is ensured in particular by the following means:

a.  

b. ensuring that while using the Conotoxia.com Web Portal User is protected  
from access by unauthorized persons to transfer content, using cryptographic 

c. 

2. 

of an encrypted SSL connection.

3. 

4. Password to Account, one-time passwords and password to Mobile App:



25

Payment services terms and conditions „Money Transfer”

a. 
b. cannot be disclosed in any form, content or form to third parties, including family 

members, are not known to the authorities or employees of Conotoxia, as well  

c.  
by means of computer programs, and obtaining information about one of them 
does not allow for simultaneously obtaining information about another.

5. 

 
of Incident. For this purpose, Conotoxia has the right to contact User by telephone.

6. Conotoxia has a secure procedure for notifying User in the presen ce of fraud  
or suspicion of fraud or security threats - consisting in the use of means and means  
of safe communication, including through the use of an appropriate communication 
style:

a. 
b.  

c. electronic — by means of: email and website.

7. 

 

§ 16

1. 
 

and in accordance with statutory requirements, is entitled to access User’s payment 
Account data or to initiate payments to be debited from User’s payment Accounts.

2. 
 

access to the payment Account details held for User by Conotoxia.



26

Payment services terms and conditions „Money Transfer”

3. 
 

it illegally. If this does not threaten the appropriate security measures or otherwise 

§ 17

1.  
and Conditions “Money Transfer” unilaterally for important reasons, including  
the following circumstances:

a. the implementation or amendment of generally applicable laws and regulations 
 

b.  

or
c.  

by the Contract, due to the implementation a new technical or technological 

d. in order to execute orders, implement recommendations or decisions issued  

e. any amendments to the regulations between Conotoxia and external companies 

excluding price parameters and User interest.

2.  
and Conditions “Money Transfer” no later than 2 months before the planned date  
of them entering into force.

3. 
“Money Transfer”, Conotoxia indicates to User that a lack of User refusal in objection  

and that:

a.  
any additional fees before the proposed amendments come into force.
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b. in the case when User expresses an objection but does not terminate Contract, 
Contract expires on the day preceding the date of entry into force of the proposed 
amendments, without any fees.

4. 

5.  

to Contract. Conotoxia informs its Users about a change in the trade name  

§ 18

1. 

relationship between Cinkciarz.pl and User or Recipient on the basis of the Currency 
 

otherwise.

2. Contract between Conotoxia and User is concluded in Polish. The language used  

3. 

 
 

by other legal Terms and Conditions, with the exception of those which are excluded 
 

day period starting from the day of Transaction Payment order or Money Transfer was 
commissioned by User, to report unauthorised, un-executed or incorrectly executed 
transfers, under pain of expiration of claims for such Payment Transaction.

4. 

the conclusion of Contract (the deadline shall be deemed met, if the statement  
 

5.  
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Contract for execution of a Payment Transaction and the law applicable to conclude 
and execute this Contract, is the Polish law.

6.  

execution of the Contract or execution of Payment Transactions or Money Transfer.

7. If User is a consumer in relation to Contract, disputes relating to Contract will be dealt 

place of residence and, if the action is brought against Conotoxia, also by the courts  

case that User is not a consumer in connection with the Contract, all disputes relating  
 

The Terms and Conditions will be enforced on 1.01.2023r.
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City............................................., date........................

Name and surname:.........................................................

Address:.........................................................

 
17B Wroclawska Street,  
65-427 Zielona Gora, 

 
 

Statement from a natural person regarding Contract termination  

I, myself, the undersigned................................................................,

holding identity card No:.................................................................................................................

residing in .............................................................................................................

................................................................................................................................................,

I hereby declare that I withdraw from the Contract concluded on ..................................  

....................................................................




